POLICY UPDATE

SATELLITE PLAYERS
FACE SECURITY
OVERHAUL UNDER
INDIA’'S REVISED
GMPCS LICENSING
RULES

India Enforces Sweeping Security Overhaul for
Satellite Services Under GMPCS Framework

In a landmark move to tighten regulatory control over
satellite communications, the
Telecommunications (DoT) has rolled out an extensive set
of over 20 new security conditions under the Global Mobile
Personal Communications by Satellite Services (GMPCS)
license. The move affects current operators like Eutelsat
OneWeb and Jio-SES, as well as aspirants such as Starlink
and Amazon’s Kuiper, reshaping how satellite connectivity
will be deployed and governed in India.

Amid rising geopolitical tensions and the increasing
strategic relevance of satcom services, the DoT’s revised
framework prioritizes national security, data sovereignty,
and surveillance readiness. Licensees must now ensure all
Points of Presence (PoPs) and data centers are located
within India, and that Domain Name System (DNS)
resolutions occur locally. An undertaking is mandatory from
operators confirming that no Indian telecom data will be
stored, copied, or decrypted abroad.
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MANDATORY REAL-
TIME MONITORING
AND INTERCEPTION

Operators  are
required to provide real-
time lawful interception
capabilities  through
centralized monitoring
systems (CMS/IMS)
integrated at their network
control centers or PoPs.
This includes ensuring
that no user traffic originating from or destined for India is
routed through gateways located outside the country or
through unlicensed satellite systems.

The new norms now extend firmly to mobile satcom
services. Terminals must report their location every 2.6
kilometers or every minute—whichever is sooner—and
automatically suspend services if a terminal enters a
restricted zone. Integration with NavIC, India’s
indigenous satellite navigation system, is now
compulsory, enhancing positional accuracy and
sovereignty.

PUSH FOR LOCAL MANUFACTURING AND
BORDER SURVEILLANCE

To promote domestic production, the DoT has
mandated a phased indigenisation plan targeting 20%
local manufacturing of ground equipment within five
years. Furthermore,
satcom players must
establish a 50-kilometre
surveillance zone along
India’s borders and
ensure blocked
websites in India remain
blocked through their
satellite networks.

Starlink  has
reportedly accepted
most of the new
conditions, indicating its
readiness for a potential
commercial debut.

This comprehensive regulatory overhaul signals
India’s assertive stance on securing its digital frontiers
while balancing the nation’s ambitions to become a major
satcom hub in the global connectivity race.l
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