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POLICY UPDATE

SATELLITE PLAYERS
FACE SECURITY

OVERHAUL UNDER
INDIA’S REVISED
GMPCS LICENSING

RULES
India Enforces Sweeping Security Overhaul for
Satellite Services Under GMPCS Framework

In a landmark move to tighten regulatory control over
satellite communications, the Department of
Telecommunications (DoT) has rolled out an extensive set
of over 20 new security conditions under the Global Mobile
Personal Communications by Satellite Services (GMPCS)
license. The move affects current operators like Eutelsat
OneWeb and Jio-SES, as well as aspirants such as Starlink
and Amazon’s Kuiper, reshaping how satellite connectivity
will be deployed and governed in India.

Amid rising geopolitical tensions and the increasing
strategic relevance of satcom services, the DoT’s revised
framework prioritizes national security, data sovereignty,
and surveillance readiness. Licensees must now ensure all
Points of Presence (PoPs) and data centers are located
within India, and that Domain Name System (DNS)
resolutions occur locally. An undertaking is mandatory from
operators confirming that no Indian telecom data will be
stored, copied, or decrypted abroad.
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saOTolaa[T saMcaar pr ivainayaamak inayaM~Na kao kD,a krnao ko ilae
ek eoithaisak kdma ]zato hue¸ dUrsaMcaar ivaBaaga ³Da^T´ nao glaaobala
maaobaa[la psa-nala kmyauinakoSansa baaya saOTolaa[T saiva-saoja ³jaIemapIsaIesa´
laa[saoMsa ko tht 20 sao AiQak nayaI saurxaa Satao-M ka ek vyaapk saoT poSa
ikyaa hO.yah kdma yaUTolasaOT vanavaoba AaOr ijayaao esa[-esa jaOsao maaOjaUda
Aa^proTraoM ko saaqa–saaqa sTarilaMk AaOr Amaojana ko ku[pr jaOsao AakMaxaI
Aa^proTraoM kao BaI p`Baaivat krta hO̧  ijasasao Baart maoM saOTolaa[T knaoi@TivaTI
kao tOnaat krnao AaOr inayaMi~t krnao ko trIko maoM badlaava Aayaogaa.

baZ,to BaU–rajanaIitk tnaava va saOTkâma saovaaAaoM kI baZ,tI rNanaIitk
p`asaMigakta ko baIca dUrsaMcaar ivaBaaga ko saMSaaoiQat Z,aMcao maoM raYT/Iya saurxaa¸
DoTa saMp̀Bauta AaOr inagaranaI t%prta kao p̀aqaimakta dI gayaI hO.laa[saoMsaQaairyaaoM
kao Aba yah sauinaiScat krnaa haogaa ik saBaI pa^[MT Aa^f pòjaoMsa ³pIAaopI´
AaOr DoTa saoMTr Baart ko BaItr isqat haoM AaOr Daomaona naoma isasTma ³DIenaesa´
irjaa^lyaUSana sqaanaIyastr pr haoM.Aa^proTraoM sao yah puiYT krnao ko ilae ek
vacanabawta Ainavaaya- hO ik kao[- BaI BaartIya dUrsaMcaar DoTa ivadoSa maoM
saMga`hIt¸ ka^pI yaa iDiËPT nahIM ikyaa jaayaogaa.

GLOBAL MOBILE PERSONAL COMMUNICATIONS BY SATELLITE SERVICES (GMPCS)
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MANDATORY REAL-
TIME MONITORING
AND INTERCEPTION

Operators are
required to provide real-
time lawful interception
capabilities through
centralized monitoring
systems (CMS/IMS)
integrated at their network
control centers or PoPs.
This includes ensuring
that no user traffic originating from or destined for India is
routed through gateways located outside the country or
through unlicensed satellite systems.

The new norms now extend firmly to mobile satcom
services. Terminals must report their location every 2.6
kilometers or every minute—whichever is sooner—and
automatically suspend services if a terminal enters a
restricted zone. Integration with NavIC, India’s
indigenous satell i te navigation system, is now
compulsory, enhancing positional accuracy and
sovereignty.

PUSH FOR LOCAL MANUFACTURING AND
BORDER SURVEILLANCE

To promote domestic production, the DoT has
mandated a phased indigenisation plan targeting 20%
local manufacturing of ground equipment within five
years.  Furthermore,
satcom players must
establish a 50-kilometre
surveillance zone along
India’s borders and
ensure blocked
websites in India remain
blocked through their
satellite networks.

Starlink has
reportedly accepted
most of the new
conditions, indicating its
readiness for a potential
commercial debut.

This comprehensive regulatory overhaul signals
India’s assertive stance on securing its digital frontiers
while balancing the nation’s ambitions to become a major
satcom hub in the global connectivity race.
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Aa^proTraoM kao Apnao inayaM~Na
koMd`aoM yaa pIAaopIesa maoM ekIkRt
koMd`IkRt inagaranaI p`Naailayaao M
³saIemaesaÀ Aa[-emaesa´ ko
maaQyama sao vaastivak samaya maoM vaOQa
AvaraoQana xamatayaoM p`dana krnao kI
AavaSyakta haotI hO.[samaoM yah
sauinaiScat krnaa Saaimala hO ik
Baart sao Aanao vaalaa yaa Baart ko

ilae jaanao vaalaa kao[- BaI ]pyaaogakta- T/Oifk doSa ko baahr isqat gaoTvao
yaa ibanaa laa[saoMsa vaalao saOTolaa[T p`NaailayaaoM ko maaQyama sao $T na hao.

nayao maanadMD Aba maaobaa[la saOTka^ma saovaaAaoM tk BaI pUrI trh sao
laagaU hao gayao hOM.Tima-nalaaoM kao hr 2º6 iklaaomaITr yaa hr imanaT pr
ApnaI laaokoSana batanaI haogaI–jaao BaI phlao hao– AaOr Agar kao[- Tima-nala
p`itbaMiQat xao~ maoM p`vaoSa krta hO tao ]sao svaacaailat $p sao saovaayaoM
inalaMibat kr donaI caaihe.Baart ko svadoSaI saOTolaa[T naivagaoSana isasTma
NavIC ko saaqa ekIkrNa Aba Ainavaaya- hO̧  jaao isqaitgat saTIkta AaOr
saMp`Bau<aa kao baZ,ata hO.
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GarolaU ]%padna kao baZ,avaa donao ko ilae dUrsaMcaar ivaBaaga nao paMca
saala ko BaItr jamaInaI ]pkrNaaoM ko 20‰ sqaanaIya ivainamaa-Na kao laixat
krto hue carNabaw svadoSaIkrNa yaaojanaa kao Ainavaaya- ikyaa hO.[sako

Alaavaa saOTokâma iKlaaiD,yaaoM kao
Baart kI saImaaAaoM ko saaqa
50 iklaaomaITr ka inagaranaI
xao~ sqaaipt krnaa haogaa AaOr
yah sauinaiScat krnaa haogaa ik
Baart maoM Ava$w vaobasaa[ToM
]nako saOTolaa[T naoTvak- ko
maaQyama sao Ava$w rhoM.
sTarilaMk nao kiqat taOr pr

AiQakaMSa nayaI Satao - M kao
svaIkar kr ilayaa hO jaao
saMBaaivat vyavasaaiyak Sau$Aat
ko ilae [sakI t%prta kao
dSa a -ta h O.yah vya apk

ivainayaamak Aaovarhaola vaOiSvak knaoi@TivaTI daOD, maoM ek p`mauK saITka^ma
hba bananao kI doSa kI mah%vaakaMxaaAaoM kao saMtuilat krto hue Apnao
iDijaTla saImaaAaoM kao saurixat krnao ko ilae Baart ko dRZ, $K ka saMkot
dota hO. 




